LUMIVERSE

From Threats to Trust: Your Cybersecurity Partner




ABOUT Us

We at Lumiverse Solutions, a leading cyber security and risk advisory company dedicated to delivering
top-notch cybersecurity Services that enhance customer safety while driving innovation and positively
impacting our community and environment. With over 12 years of experience serving clients around
the globe across multiple industries like banking and financial, healthcare, government and many
more. Our focus is on effective, affordable Services, adherence to industry standards, and commitment
to customer satisfaction sets us apart as a trusted leader in cybersecurity. We're proud to pioneer
innovations and expand our international presence while maintaining high retention rates and client

satisfaction.

MISSION

At Lumiverse Solutions, our mission is to provide
cutting-edge cybersecurity services and solutions
tailored to client needs while upholding ethical
standards and fostering sustainable growth. Through
open communication and swift support, we aim to
safeguard businesses and communities, contributing
to a secure digital ecosystem and building lasting
partnerships based on trust and innovation.

VISION

Lumiverse Solutions aims to be a global leader in
cybersecurity, setting the standard for excellence and
innovation. Our vision includes achieving a top 10 position
in the industry and expanding into key international
markets. We're committed to leveraging cutting-edge
technology, forming strategic partnerships, and delivering
comprehensive services. Through initiatives like supporting
cybersecurity education and fostering inclusivity, we're
dedicated to making cybersecurity accessible and ensuring
a safer digital future for all.




Lumiverse Solutions offer Cyber Security, Strategic Consulting, Risk Advisory, Information Assurance,
Technology and Cyber Risk Services to Clients Across the Globe.
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Industry Sectors Serviced by us Includes: Banking, Insurance, Education, Hospitality, Healthcare, Research,
Manufacturing, Petrochemicals, Pharma, Telecom, FMCG, E-Commerce and IT.




Governance, Risk & Compliance

e |1SO 27001:2022 (Information Security Management System).

SOC 2 Type Il (Service Organization Compliance).

PCI DSS & PA DSS.

NIST Cyber Security Framework (CSF).

IT General Controls (ITGC) / IT Application Controls (ITAC).
IT Risk Assessment.

MPA Content Security Program.

Assessment of Social Media Accounts.

ISO 27701:2019 (Privacy Information Management System).

GDPR (General Data Protection Regulation).
CCPA (California Consumer Privacy Act).
PDPA (Personal Data Protection Act).

NIST 800-82.

ISA 99/IEC 62443-2.1, 3.2, 3.3.

loT Security.

Training and Awareness

Cybersecurity Training for Professionals.

Cyber Awareness Training for Employees.

Phishing Simulation.

Awareness Campaigns.

SERVICES Offering

Regulatory Compliances

RBI Cyber Security Compliance.

IRDAI Cyber Security Compliance.

SEBI Cyber Security and Cyber Resilience Framework.

System Audit Report for Data Localization (SAR Audit).
VSCC Certificate for SBI - Vendor Site Compliance Certificate.
UIDAI - AUA KUA Compliance Security Audit.

ISNP Security Audit.

RBI Guidelines for Payment Aggregators and Payment Gateways.

RBI - Cyber Security Framework for Urban Cooperative Banks.
RBI — Cyber Security Framework in Banks.
RBI-Storage of Payment System Data.

¢ RBI-Master Direction - Information Technology Framework
for the NBFC Sector.

¢ RBI-Master Direction on Information Technology Governance,
Risk, Controls, and Assurance Practices.

e RBI-Payment Aggregator and Gateway Audit.
e CISA Audit.

Strategic Consulting

Virtual Information Security Office (VISO).

Security Technology Identification and Implementation.

Managed Compliance Service Provider.

Vendor Risk Management / Third Party Risk Assessment.

Cyber Risk Insurance.

Security Posture Assessment

e Vulnerability Assessment.

e Penetration Testing.

e Web Application Security Assessment.
e Mobile Application Testing.

e Network Security Assessment.

e Security Code Review.

¢ Robot Penetration Testing.

e Cloud Security Assessment.

Digital Forensics and Incident Response

Forensics Technology Services.

Fraud Management.
Ransomware.
Business Email Compromise (BEC).

Data Breach Investigation.
IPR Theft.




Education

Cyber Security Lecturer
Cyber Security Professor

Cyber Security Awareness Trainer

Cyber Security Educator

Threat

Cyber Threat Intelligence Specialist

Senior Cyber Threat Intelligence
Specialist

Senior Threat Hunter

Threat Hunter

Cyber Security Sales
Senior Cyber Security Sales

Governance

Chief Information Security Officer

Chief Privacy Officer

Cyber Security Lawyer
Cyber Security Manager
Cyber Security Risk Manager
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STAFF Augmentation

Application

Application Security Specialist
DevSecOps

Security Code Auditor
Security Software Developer

Generalist

Cloud Security Architect
Cloud Security Engineer
Senior Cloud Security Architect
Senior Cloud Security Engineer

Cyber Security Architect
Enterprise Security Architect
Senior Security Architect

Engineering

-
Cyber Security Consultant ._
Cyber Security Specialist Architecture
Senior Security Consultant
i
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Security Engineer
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Investigation

Data Protection Officer

Privacy Analyst

Cyber Crime Analyst

Cyber Crime Investigator
Cyber Security Researcher
Incident & Intrusion Analyst
Malware Analyst

Senior Malware Analyst

Operations

Cyber Security Administrator
Cyber Security Analyst
Senior Security Administrator
Senior Security Analyst
Senior SOC Analyst

SOC Analyst

Junior Penetration Tester
Penetration Tester
Team Lead Penetration Tester

Offensive

Vulnerability Tester

Network Security

e Network Security Engineer &
Administrator

e Senior Network Security Engineer

Networking

. ' e Cyber Security Compliance Manager
Compliance ) ) i
e Cyber Security Compliance Officer

e Security Auditor




GLOBAL IMPACT Of Cyber Crimes

According to IBM Cost of a Data Breach Report 2023, the Global Average Cost of a Data Breach in
2023 was USD 4.45 Million, a 15% Increase over 3 Years
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CLIENT Feedback

Hear What Our Clients Have To Say
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Amar and his company has helped us in finding out solution in many problems Doshaheen was in need of a comprehensive VAPT service to ensure the security and *****

regarding cyber security. Working with Amar and his team has always given me a integrity of our digital assets. From the outset, Lumiverse team demonstrated a deep

comfort where you can totally rely on him, and Amar find the solution. Technical understanding of security protocols, compliance standards, and the latest Lumiverse's cybersecurity solutions have been a game-changer for our
vulnerabilities and threats in the digital landscape. Their professionalism and business. Their proactive approach and expertise in mitigating threats have
given us peace of mind.

expertise of the entire team are very good and | will suggest everyone to give him a

chance and avail of his services. | can confidently say that | am a happy and expertise were evident in every phase of the engagement, from scoping the project to
satisfactory Customer of Amar. delivering the final report.
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and he help us with HIPPA, 1SO27001 and SOC2 compliance. services of Lumiverse Solutions Pvt. Ltd. Thank You.

Manzur Shaikh GT Hemnani g
Ex-CEO

Sr Manager -
DevOps/Infrastructure
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AMAR THAKARE

Managing Director

PAYAL SOMWANSHI

Business Development Manager

JAYASHREE CHORDIYA
Chief Financial Officer

ROSHAN CHAVAN
Chief Technology Officer

Our TEAM

PRAVIN RAUNDAL

Director Strategic Sales & Alliance

SHWETA JAGTAP

Information Security Manager

AKSHAY ZENDE
Vice President - HR

PARAG BAGUL

Senior Cyber Security Consultant

SAIMA SHAIKH

Project Manager

SAGAR GETAM
Digital Marketing Manager



TECHNOLOGY PARTNERSHIPS

SSL Certificates + PKI Web App Security (WAF + WAAS + DDOS + CDN)
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TECHNOLOGY PARTNERSHIPS

Identity & Access Management (SSO + MFA + IAM + PAM + IGA)
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EXPERTISE

Experience Across Various Frameworks & GRC Functions

Our Team Possesses one or more of the
in Auditing & Implementation

Following Certifications

Certified
Information Certified Information Certified Data Privacy
Systems Security C I SA Systems Auditor. CDPSE Solutions Engineer.
CISSP° BronReined AN ISACA Certfication An ISACA' Certification
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BUILDING THE FUTURE WITH Top Brands
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LUMIVERSE
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THANK you

Level up your business and technology with Lumiverse's top-notch cybersecurity and consulting services.
Secure your future with a FREE 30-minute cybersecurity strategy session with our experts.

S

W +91 88887 89684 - 81 & 497150732 3746
+31 99605 08010 @ Office 1819, 18th floor, Al Khazna Tower,
9  Nashik, Maharashtra, India - 422013 Najda St, Abu Dhabi United Arab Emirates.
sales@lumiversesolutions.com DM sales@lumiversesolutions.com

SCHEDULE YOUR MEET NOW!



